NMAMATKA gna rpaxgaH o npodunakTuke u npegynpexaeHnm
AVNCTaHLUMOHHbLIX NPeCcTynsfieHn B cdpepe NMHPOpMaLMOHHO-
TeNEeKOMMYHUKALMOHHbIX TEXHOSOMNIA:

YTOoObI HEe OKa3aTbCA XKepTBON MOLUEHHMKOB HEO6XO0AMMO 3HaTb
cneaywoulee:
— COTPYAHUKM No6oro 6aHka HUKoOraa He NPOCAT COOOLWMUTb AaHHbIe
Ballen KapTbl (HOMep KapTbl, CPOK €€ AeNCTBUA, CEKPETHbIU Ko Ha
06GOpPOTHOMU CTOPOHE KapThbl), TaK KaK Y HUX O4HO3HAa4YHO UMEITCA Baluum
AaHHble;
— He Npu Kaknx obcrtoaTenbCcTBax He coodLaTh AaHHbIe Ballen
0aHKOBCKOMW KapTbl, a TaK XXe CeKpeTHbIN Ko Ha 060pPOTHON CTOPOHE
KapThbl;
— XpPaHUTb NUH-KOA OTAENbHO OT KapThl, HN B KOEM crlyyae He nucaTtb
NUH-KOO4 HA caMmoun GaHKOBCKOM KapTe;
— He coobLwaTb NMUH-KOA TPeTbUM N1uam;
— ocTteperaTbca «TenedoHHbIX» MOLWEHHUKOB, KOTOpPbIE MbITAalOTCA
BBeCTU Bac B 3abnyxaeHue;
— nyywe usbderaTtb TenegoHHbIX Pa3roBoOpoB C NOAO03pPUTESIbHbIMU
noabMU, KOTopble NpeacTaBNAOTCA COTPYAHUKaMn 6aHKa, He bonuTechb
npepBaTb pa3roBop, NPOCTO Knaaute TpyoKy;
— BHUMaTenbHo Yyntante CMC coobLleHus npuxoasaiwme ot 6aHka;
— HUKOr4a U HUKOMY He coobLanTe naposnu, U ceKpeTHble KoAbl,
KoTopble npuxoaat Bam B CMC coolOLueHnn ot 6aHKa;
— MOMHUTE, YTO TOSIbKO MOLLUEHHUKU CNpaLUMBalOT CeKpeTHbIe naponu,
KoTopble npuxoaaTt kK Bam B CMC coobLweHun oT 6aHKa;
— COTPYAHUKM 6aHKa HUKOraa He NonpocAT Bac NpouTU K 6aHKomary;
— ecnun Bac Nonpocunu NponuTn ¢ 6aHKOBCKOW KapTon K 6aHKomarty, To
3TO 0OY€BUAHO MOLLUEHHUKMU;
— He NOoKynauTe B MHTePHeT — Mara3mHax ToBap no siBHO 3aHWXXeHHOMN
CTOUMMOCTMU, TaK KaK 3TO O4EeBUAHO MOLUEHHUKMU;
— HUKOrAa He nNepeBoAUTE AEHEeXHble cpeacTBa, ecrnim o6 aTom Bac
NpoCUT caenaTb Ball 3HAKOMbIA B COLMaNibHOW CeTU, BO3MOXHO
MOLLUEHHUKU B3NTIOManun akkayHT, CHa4aria CBAXXUTeCb C 3TUM YeriIOBEKOM
M y3HanTe 4eUCTBUTESILHO JIM OH NMPOCUT Y Bac AEHbIU;
— B ceTu «MIHTepHeT» He NnepexoauTe No CCbifIkaM Ha HeU3BEeCTHbIe
caunThbl;
— AencTBynTe 064yMaHHO, He TOPONIMBO, NOMHUTE, YTO «BecnnaTHbIN
CbIp TOJNIbKO B MbILLUENTOBKEY.

MHTepHeT-MOLIJeHHVI‘-IeCTBO - MAaMATKa anAa rpaxgaH
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MNosgpaensem! Bel Boivrpanu
asTomobuns Audi A8.

| Moapo6HocTK No TenedoHy.

o —

Bbl  nonyuwium  3JeKTpPOHHOE
CoOOIIeHHE O TOM, YTO Bbl BBIUIPAIH
aBTOMOOMJIb ¥ Bac MPOCAT IEPEBECTH
JACHBIW JUIsl OJIydeHus npusa’?

HUKOI'JIA He ornpasasiite
JeHbBI'H HEe3HAKOMbBIM JIHIIAM Ha HX
IeKTPOHHbBIE CYeTA.

HO,'\IHHIH(!, MO 6EepPOAMHOCING
ebiuepamb npus, He APpUHUMAs
yvaacmus 6 posblepblide cmpemumci K
HYIO, a GEPOAMHOCMb eo36pama
()C?H(’E, HEPEHUCTICHHbIX HA (IHOHIM'IHbll?
3.-'1(31\’”1[)()Hl*lbll‘l' KOWweénex
3AOVMBIUIEHHUKOG, U MO20 MEHbLUE.

B nocneaHue rogpl LWUIMPOKYO NOMYNSAPHOCTb MNOMYYUITM CMC-PaCChINKN UNn
3NEKTPOHHbIE NMMCbMa C COOOLLEHNSMN O BbIUIPbILLE aBTOMOOMNS NGO
APYrUX LIEHHbIX NPY30B. [Nns nonyyYeHns «BbiMrpbilay 3r0yMbILLITEHHUKM
0ObIYHO MPOCAT NEPEBECTUN HA 3MEKTPOHHbIE CYETa ONPEAENIEHHYH CyMMY
AOEHEr, MOTUBMPYSI 9TO HEOOXOOMMOCTbLIO ynnaThl HANOroB, TAMOXEHHbIX
MOLLMMH, TPAHCMOPTHbLIX PAcXoAoB 1 T.4. [locne nony4YeHnst AeHEeXHbIX
CPeACTB OHM NepecTaloT BbIXOAUTb Ha CBSA3b NMOO NPOCAT NepeBecTy
OONONHUTENbHbIE CYMMbl HA OPOpPMIIEHNE BbIMIPbILLIA.

Orpagutb cebsa ot nogobHoro poga NpecTynneHnin npeaesibHo NpocTo.
Mpexae Bcero HeobxoanmMo 6bITe BnaropasyMHbIM. 3agymManTeCch Hag TeM,
APUHMMAnu nn Bbl y4acTue B pO3birpbille Npn3oB? 3HakoMa v Bam
opraHusauus, HarnpasusLLas yBegoMeHne o Bbiurpbiwe? OTkyaa
opraHusaTopam akumMn N3BECTHbI Balln KOHTAKTHbIE AaHHbIe? Ecnu Bbl HE
MOXETe OTBETUTb XOTS Obl HA OAUH N3 3TUX BONPOCOB, PEKOMEHAYEM BaM

npourHopumpoBaTb NnocTtynmeLlee coobueHue.

Ecnu Bbl pelumnu ncnbitaTb CH4acTbe U BbIMTM Ha CBSA3b C OpraHm3aTopamu
po3birpbilla, NocTapanTech NONY4YUTb OT HUX MaKCUMaribHO BO3MOXHYHO
MHGopmaunto 06 akuum, yCnoBUSIX y4acTUs B HEM 1 NpaBuniax ee
nposeaeHuns. NoMHUTEe, YTO yNOMUHaHWE Ballero MMeHu Ha VIHTepHeT-canTe
He sABnseTcs noaTBepXxaeHnemM gobponopsaao4HOCTM OpraHM3aTopoB akumn

l'apaHTI/IeI7I BalLlero BbiUrpbiLLa.

JTobas npocbba nepeBeCcT AeHEXHble cpeacTBa A5 NOSyYeHUs BbiMrpbIlLa
[OOSMKHA HAaCTOPOXUTb Bac. [TOMHUTE, YTO BLIUIPLILL B NTOTEPEIO BreYeT 3a
cobon Hanorosble 00s13aTenbCTBA, HO NMOPAA0K yNiaThl HANOroB




pernaMmeHTnpoBaH ,D,eI7ICTByI-OLLI,I/IM 3aKOHOOaTeJIbCTBOM U HE OCYLLECTBJIAETCA
nocpencTtBoM nepeBoa AeHeXHbIX CpeacTB Ha 3NMeKTPOHHbIEe CHeTa rpaxaaH
n Opl'aHI/I3aLI,VIIZ UITN T.H. «3J1EKTPOHHbIE KOLLUEJTbKN.

Ey,El,bTe 6anTenbHbl 1 TOMHUTE O TOM, YTO 4SS TOro, YTOObLI YTO -TO BbIUIpaThb,
Heobxoamnmo NnpuHMMaTb y4aCcTune B PO3birpbiLlle. Bce YNOMMHaAHNA O TOM, YTO
Ball HOMep ABJIAETCA «CHaCT/IMBbIM» U OKa3aJiCA B CrNNCKe y4aCTHUKOB
J1oTEepeEN, ABNAKOTCA, KaK NnpaBuno, Jinllb yJ'IOBKOIZ Ona rpuernedvyeHnd Ballero
BHUMaHWA.

CUTYAILUS 2

. Apple iPhone 58 16GD (cepespucTii)
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1. Megeaod wa QTN powenes: wamep
2. YanZex DEHLTIVE 3 CueY

3 MNegeuny wa rvapry

M vapt

Brageneu xapr

Cpow A cTows vapT

4 PR W0 frry KORMNRY HEMED

B! pemiiim KynuTs B HHTEpHET-
MarasuHe HOBBIH MOOWIILHBIN
tesnedon, HOyTOyK win Qoroanmnapar
0 CYNEpIpPUBIEKATENbHON LEHE, HO
MarasuH MPOCHT [EPEYHCITHTD
npenoruiary?

HUKOI'JIA He nepeumncasiiite
ACeHBI'H HA YIEKTPOHHbIC KOLIEJIbKH
H c4eTa MOOMJIBLHBIX Te/1e(POHOB.

[Tomuume o  mom, Ymo
UHMEPHEeM-MA2A3UH He Modicem
NpUHUMamMb  ONJIamy 3a NOKYHKY 6
maxou opme. Ecau eac npocsam
oniamums MmMoeap ¢ UCHOTIb30BAHUEM
MEPMUHATOE IKCRPECcc-onaamsl il
nepeeecmu OeHbau HA INEKMPOHHbIU
KOWeneK, 6eposmHOCmb Mo20, 4mo 6bl
CMOAKHYIUCHL ¢ MOWEHHUKAMU KpauHe
8bICOKA.

Hepenkn crnyqan moleHHUYeCTB, CBSA3aHHbIX C eATeSIbHOCTb0 MHTepHeT-
MarasvHOB M CalnToB MO Npogaxe aBnabuneTtos. Yem npusnekaroT
NnoTeHUManbHbIX XepTB MOLEHHUKN? lNpexae Bcero - HE0O6OCHOBaHHO
HU3KUMK LleHamu. [Npun 3aka3e ToBapOB Bac NOMNPOCAT BHECTW nNpeaonnary,
3a4acCTyo NyTeEM BHECEHUS AEeHEXHbIX CPeACTB Ha HEKMN BUPTYyaribHbIN
KoLUesiek nocpecTBOM TepMUHana akcrnpecc-onnaTthl. [lanee marasuH B
TeyeHne HECKONbKNX AHen byaeT npuaymbiBaTb OTTOBOPKM 1 0beLLaTh Bam
CKOPYIO OCTaBKy TOBapa, a NoToM 6eccnegHo ucyesHet nnbo npuwinet

HeKayYeCTBEHHbIN ToBap.

Llenb noao6HbIX canToB — 06MaHyTb MakcMmaribHOEe KONIMYEeCTBO Nt0AEN 3a
KOpOTKUI cpoK. Co3aaTb MIHTEPHET-CanT CerogHs — Aeno HECKONbKNX MUHYT,




NO3TOMY BCKOpe Nnocne npekpalleHnst paboTbl CanT BO3pOAUTCS MO ApYroMy
agpecy, ¢ ApyruM Au3aiHoM 1 noa APYruM Ha3BaHUEM.

Ecnn Bbl XoTUTE KynuTb TOBap No npegornnare noMHUTE, YTO Cepbe3Hble
NHTepHeT-marasuHbl He ByayT NPOCUTL Bac NepedncnuTb AeHbrv Ha
BUPTYyarbHbIN KOLWIEeNeK unm cdet MmobunsHoro tenedoHa. MNovwmrte
MHJOpMaLNO O MarasvHe B ceTn VIHTepHeT, NOCMOTpUTe, Kak JONro OH
HaxoAMTCs Ha pblHKe. Ecnu Bbl MeeTe Aero ¢ canToM KpynHou unm
N3BECTHOM BaM KOMMaHuu, yéeantechb B NpaBUNbLHOCTU HanMcaHus agpeca
pecypca B agpecHon cTpoke Bawero 6paysepa. [1pn HeobxoanmocTu
notpebynte OT aAMUHUCTPATOPOB MarasnHa NpeaocTaBUTb Bam
MHJOpPMaLMIO O KOPUANYECKOM NnLE, NPOBEPLTE ee, NCMOoNb3Yy4
obLwenocTtynHble 6a3bl JaHHbLIX HANoOroBbIX OPraHoOB U PeecTp PULNYECKUX
nuy. Yéeautechb B TOM, YTO Bbl 3HaeTe agpec, No KOTOPOMY Bbl CMOXETE
HanpaBUTb NPETEH3UIO B Criyyae, ecnu Bbl byaeTe HeOBOMbHbI MOKYMKOWN.

CUTYALIUA 3
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" YBaxaembivi knueHT. Bawa
kapTa 3abnokuposaHa. [Ans
pa3bnokupoBaHus oTnpasbTe

_ CMC Ha KOpOTKW# Homep =

Bl nony4ywiu cMc-coo0iieHue o
TOM, 4TO Bama OaHKOBCKas KapTa
3abiokupoBanHa?

HUKOI'IA He ornpasasiiite
HHKAKHX [ICHEKHBIX CpeIcTB Mo
KOOpPAMHATAM, YKa3aHHbIM B
coO0LIeHHH, He Nepe3BaHHBalNTe HA
HOMEp, ¢ KOTOPOro OHO NPHILIO, H
He OTHPABJSIHTE OTBETHBIX CMC.

Cambim npasuibHuiM peueHuem
6 OanHou cumyayuu 6yoem no3eoHums

8 oank, 6bINYCMUGUILTL u
obcayxcusarowul - sauy  Kapmy.
Teneghon banka 6wl Hatidoeme Ha

obopome sawel Kapmoi.

3aMeTHO y4acTUn1Chb Cry4aun paccbiiiki CMC-COOBLLEHMI, coaepKaLLmX
MHGOPMaLMIO O TOM, YTO BaHKOBCKasi kapTa aboHeHTa 3abnokMpoBaHa B Uy
psiga npuyvH. MHoraa nogobHble coobLuUeHUs coaepkaTt Npu3biB NEPEBECTY
[eHbrn ans pa3bnokMpoBKM KapTbl, MHOrAa aboHeHTa NPOCST MO3BOHUTL UM

OTNPaBUTb CMC Ha KOPOTKUIN HOMEP.

HeobxoaMmMo NOMHUTL O TOM, YTO eQMHCTBEHHAA OpraHM3auusi, Kotopas
CMOXeT NpoMHpopMMpoBaTb Bac 0 COCTOSIHUM BalLen KapTbl — 3TO BaHK,
obcnyxuBatowmn ee. Ecnn y Bac eCTb N0A03PEHUS O TOM, YTO C BaLLEN




KapToM YTO —TO He B Nnopsiake, ecriv Bbl MONYYnUIn CMC-yBeJOMSIEHME O ee
Bnokuposke, HemeasieHHo obpaTuTech B 6aHK. TenedoH KIMeHTCKOM CryXo6bl
B6aHka 00Obl4HO Yka3aH Ha 06opoTe KapTbl. He 3BOHUTE 1 He oTNpaBnsanTe
cOoObLLEHNA HA HOMepPa, yKa3aHHble B CMC-YBEeLOMIIEHUM, 32 3TO MOXET

B3NMaTbCA OONONMHUTEINbHAA nnarta.

CUTYALIUS 4
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molotok.ru

{:) KOHTAKTE

facebook |

Ha NEKTPOHHOMI JOCKe
OOBSIBIICHHI WJIM B COLIMAJILHON CeTH
Bbl HaUUIM TOBap, KOTOPbIH TaK J0JIT0
MCKa/IH, U CTOUT OH HAMHOI'O JielIeB/e
4eM B JIpyrux mecrax?

HUKOI'JIA He nepeunciasiiite
JAeHbI'H HA YIEKTPOHHbIE KOLIEIbKH,
He YOeHUBIIHCH B 0J1arOHA/IeKHOCTH
KOHTPAreHTa.

Brumamenvno nocmompume ez2o
peumune Ha  00CKe  00bsGIeHUl,
nouumatime OM3b16bl opyeux
noxkynameneu, nouwume uH@opmayuio
o nem 6 cemu Unmepnem. [looymaume
HAO0 mem, noyemy moeap npooaemcs
mak  Oeweo,  ysHaume — Kakue
2apanmuu - Modcem  npeoocmasumbs
npooaesey.

OAauH 13 NonynsipHbIX Coco60B MOLLEHHNYECTB, OCHOBaHHbIX Ha OBEPUU
CBSi3aH C pa3melLeHneM 00bSIBNEHMI O NpoAaxe TOBApOB Ha 3MeKTPOHHbIX
[ockax 0ObsABMNEHUA U MHTEPHET-ayKunoHax. Kak npaBuno, MOLEHHUKM
NPUBEKAOT CBOUX XXEPTB 3aHMKEHHbLIMW LIEHAMW 1 BbIrOAHbIMU
npeanoXxeHusiMmn 1 TpebytoT NnepevncrieHns npegonnaTthl NyTeM nepesoaa
[EHEXHbIX CPEACTB Ha 3NEKTPOHHbIN KOLUENEK.

Bnaropasymue nomoxeT 1 30ecb. BHMMaTENbHO U3yunte 06bABMNEHNE,
nocmoTpute MHOpMaLUIo O nuue, pasmecTuBlLEM ero. Ecnu Toproeas
nnowagka MMeeT CUCTEMY PENTUHIOB NPOAaBLOB, N3y4MUTE OT3bIBbI,
OCTaBMEHHblE APYrMMM NoKynaTtensamu, He 3abbiBasi, OAHAKO, O TOM, YTO
NPECTYNHUKM MOTYT OCTaBATb MNONOXUTESbHLIE OT3bIBbl O cebe, MCnonbL3ys
AOMOSHUTENbHbIE Y4eTHble 3anMcu. Bocnonbaymntecb IHTEPHET-MOUCKOM.
NHorga goctaTtoyHo BBECTU B DOPMY MOUCKA TENEMOHHbIN HOMEP Unu
ceTeBOW NceBooHMM NMpoaasBLa anga Toro, 4Todbl OBHAPYXUTb, YTO 3TU




[OaHHbIE YXXe NCMNONb30BasiMCh B LENSX XULLEHUS AEHEXHbIX CPeacTB U
obmaHa nokynaTtenen.

MocmoTpuTe CPeaHO CTOMMOCTL aHarnorMyHbiX ToBapoB. Yepecuyp HU3Kas
CTOMMOCTb AOJKHA Bbl3BaTb Y Bac nogo3peHue. Ecnu npogaeey Tpedyet
nepeyYncnnTb eMy NOSHYH UM YacTUYHYI0 NpeaonnaTy 3a npuobpeTaembii
TOBap Ha 3MEKTPOHHbIN CYET, NogyManTe, HAaCKONbKO Bbl TOTOBbI J4OBEPSATb
He3HakoMoMmy YernoBeky. [oMHUTe, YTO Nepedncnas AeHbrM He3HAKOMbIM
nvuam NocpeacTBOM aHOHMMHBIX NaTeXHbIX CUCTEM, Bbl HE UMeeTe
rapaHTuin X BO3BpaTa B Crnyyae, ecnv caerika He COCTOMTCS.

CHTYAIIHA 5

Bl XOTHTE IPHOOPECTH ABHAOHIETEI
gepes MHTepHET?

HUKOI' JA He O0Ib3VHTeCH
ycayramg HeNPOBepeHHBIX H
HeH3BeCTHBIX CaHTOBR N0 MOpojake
OH.1eTOR.

3axasxcume oOuremwl Hepez caum
QsuUaKoMNaruu unu azeHmemea,
NOIOJCUMETLHO 3APEKOMEHO08AQ8UIe20 CeOR
Ha puiHke. He nepegodume OeHvau 3a
ounemsl HQ 31eKMPOHHBLIC KOULEALKU UIU
3apybescrvie ciema. Ilpu €03HUKHOEEHUU
nooo3pexull obpamumecs g
NPeoCcmasumenbCmso asuaKroOMNanu.

[MokynaTb aBMabunetbl Yepesd NHTepHeT yaobHo. Bam He HY>XHO HUKyaa
exaTb U CTOATb B ovepensix. Bol BbibnpaeTe penc, aaty, onnaymsaete ounet
N nony4yaeTe ero cnycTs HECKONbKO cekyHa. CerogHs MHorve noau
BbIOMpPaOT MMEHHO Takom crnocod NnpunodbpeTeHns GuneToB Ha camoner.

EcTecTBEHHO, MOLLEHHUKN HE MOTYT OCTaBUTb JaHHYO cdepy 6e3 BHUMaHUS.
3a nocneaHun rof CyLeCTBEHHO YBENTMYMIOCH KONNMYECTBO xanob Ha obmaH
Npw NOKYMNKe 3neKTPOHHbIX 6unetoB. Co3aaTb VIHTEpHET-canT No npogaxe
aBnabuneToB — erio HECKOSbKNX YacoB, HA CMEHY ero Ha3BaHud, agpeca u
BHeLlHero ohopmMneHust TpebyeTcs elle MeHbLLE BpeMeHU. Kak npaBusio,
obmaH packpbiBaeTcsl He cpady, HEKOTOpPbIE Y3HAKOT O TOM, YTO nx GMUneTos
He CyLeCTBYET, NMLLUb B a3ponopTy. OTO AAET MOLIEHHNKAM BO3MOXHOCTb
nepeHecTtn ceoun VIHTepHeT-pecypc Ha HOBOE MECTO M1 NPOAOIKaTb CBOKO
NPEeCTYNHY OeATeNbHOCTL Mo APYruM Ha3BaHUEM.

YT0o06bl HE ncnopTuTb cebe oTAbIX UK OEeNOBYI0 NOE3AKY CTOUT BHUMATESIbHO
OTHECTUCb K MOKYrMKe aBnabuneTos Yyepes ceTb VIHTepHeT. Bocnonb3ynTtech
ycrnyramu NHTepHeT-canTa aBMakoMnaHum Uiy areHTcTea no npojaxe
BbuneToB, JaBHO 3apekoMeHaoBaBLIero cebsi Ha pbiHke. C OCTOPOXHOCTLIO



OTHECUTECH K AeATENbHOCTU HEM3BECTHbLIX BaM CanToB, OCOBEHHO TeX,
KOTOpble NpuBrekarT Balle BHMMaHne cneunarnbHbIM NpeanoXXeHnamm u
HU3KUMU LeHamMmn. He nepesognTe AeHbl'n Ha 3J1IEKTPOHHbIE KOLUEJIbKU NI
c4yeTa B 3apy6e>|<Hb|x OaHkax. He noneHnTecb NO3BOHNTL B
npencrtaBmnTesibCTBO aBUaKOMMaHUN, YTOObI y6eﬂ,I/ITbCFI B TOM, 4YTO Ball pe|7|C
CyllecrtByeT n OuneTbl Ha Hero elle ecTb. AU NPOCTbIE MNMpaBuniia No3BONAT
BaM C3KOHOMUTb OEHbIN U c6epeqb HEpPBbI.

CHTYAIIUA 7

OOmaeTecs B HHTEpHETE H HMeeTe

HUKOI'JA =He pa3Memaiite B
OTKPBITOM JOCTYIé H He HepejaeaiiTe
HHQOpManHI JIHYHOIO XapakKTepa,
KOTOpasi MOKeT ObITh HCHOO.Ib30BaHA BO
Bped.

Obuenue & cemu € 3HAZUMETbHOU
Mmepe obeznuqeHo, u 3a pomozpagdueil
NPOPUIR MOXHCEM CKPHIBAMBCA KMO Y200HO.
IHoumuume o moM, Hmo eudeo u

cemegoli  nepenucku, Mozym  Ouimb
COXPAHEHbI 3T0VMBIULTEHKUKAMU u
enociredcmsuu UCNOIb308AHb] e
NPOMUSONPASHBIX YEIRX.

Ecnu bl nony4nnun CMC nnm MMC coobLieHue co CCbIfNIKOM Ha CKaunBaHue
OTKPbITKN, MY3bIKW, KAPTUHKN UITN KakoW -HUBYaAb NporpamMMbl, He criewumnTe

OTKpbIBaTh €€. [Nepengsa no ccoinke Bbl MOXETe, caMy TOro He Nogo3peBas,
Nosly4nTb Ha TenedoH BUPYC Unn ohopMUTb MOAMUCKY Ha MnaTHbIe YCryru.

MocmoTpuTe, C Kakoro Homepa GbINo OTNpaBeHo BaM cooblieHve. axe
ecnu coobLLeHre Npucnan KTo -To U3 3HaKOMbIX BaM noaen, byaeT He
MULLHMM OOMNOMHUTENBHO Y6eauTbca B 3TOM, Beb COobLeHne MOrno BbiTb
OTNpaBMeHo C 3apaXkeHHoro TenedoHa 6e3 ero Begoma. Ecnv otnpasutens
BaM He 3HaKOM, He OTKpbIBaiTe ero.

MOMHUTE, 4TO YCTaHOBKA aHTUBMPYCHOIO NporpamMmMHoOro obecneyeHms Ha
MOBUNbHOE YCTPONCTBO - 3TO HE MPUXOTb, @ Mepa NO3BONAOLLLAA NOBbICUTb
BaLly 6e3onacHoCTb.
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HE OTHPLIBAWTE ABEPh HE3HAKOMBIM

NoAaM, Aaxe eCIiv OHU NPEACTABNSIOTCA
paboTHMKaMK COUMANbHBIX, ra30BbIX,
3NEKTPOCHaABXKaKoLWMX CYXO,

NOAULUMK, NONUKIUHUKK, XKKX 1 T.0.
Nepe3BoHUTE U YTOUHUTE,

Hanpasnsam av K Bam atoro cneumanucral

HE NIOBEPAIMTE,

ecnm Bam 3BOHSAT 1 coobLWaoT, YTo

Ball poACTBEHHUK MM 3HAKOMbINA

nonan B aBapuio, 3a peLueTKy, B 60NbHULY
wnu cosepumn AT, u Tenepb

32 Hero Hy>XHO BHeCTW 3anor, Wwrpad,
B3AITKY, KYNUTb OpOr1e nekapcrea -

g o6wwem otkynurbes. JT0 OBMAH!

bV/ib
bAWTEIbHbI!

JBOHUTE B NONVLMIO
02/102

becnnarHas
“ropavas nuHua MBJi Poccun”

8-800-222-14-41

@g

HesxakomeLl, coobLuaeT 0 BbIMrpbiLLe,
GnokupoBKe 6aHKOBCKOI KapThbl,

0 nepecyeTe KBapTn/aThl, CPOYHOM 0BMeHe
LeHer Ha oMY WNK npeanaraer
npuobpecTy ToBapbl U TAbNeTku

NO HU3KUM “NbrOTHLIM” LeHaM?

HE BEPBTE - 3T0 MOLUEHHHUECTBO!



MHorvne ntogun cerogHs NOJIb3YKOTCA pa3find4HbIMU NporpamMmmamm anA obmeHa
COOOLLEHNAMN U UMEIOT adKKayHTbI B COUMaribHbIX CETAX. [ns MHOrmx
oOLLEeHMe B CETU CTaNo HACTOSLKO NPUBbIYHbIM, YTO NMPaKTN4YECKN NMOJTHOCTbLIO
3aMeHNINo HenocpeacrBeHHoOE XNBoe oOLLeHwue.

rlpeCTyI'IHVIKaM B HaLllK OHN HE HY>KHO NMPOBOAUTb CI10XKHbI€ TEXHNYECKUNE
MeponpuaTnda ana nosiydeHna Aocrtyna K nepcoHaribHbiM AaHHbIM, JTIOOU
OXOTHO Aenarcsa umu camn. Pasmellas getanbHble cBeaeHust o cebe B
counarnbHbIX CETAX, NMoJyib3oBaTesIn A0BEPAOT X TbiCAYaM nogeun, ganeko He
BC€ N3 KOTOPbLIX 3aCly>XmnBaroT OBEPUA.

O6uweHne B ceTn B 3Ha4YNTENBHON Mepe 00e3nnyeHo, 1 3a goTorpaduen
NpoduIis MOXeT CKpbIBaTbCS KTO yrogHo. NMoaTtoMy He cnefyeT packpbiBaTb
Mario3HaKOMOMY YeNoBeKy Takme NoapobHOCTM Ballen XU3HW, KOTOpble MOryT
ObITb MCNOMb30BaHbl BO Bpea. [NoMHUTE O TOM, YTO BUAEO U
ayanoTpaHcnauumM, paBHO Kak 1 JIor Ballen ceTeBon Nepenmckn, MoryT bbiTb
COXPaHEeHbI 311I0YMbILLSIEHHMKaMW 1 BANOCNEACTBUN UCMNONb30BaHbI B
NPOTMBOMPABHbIX LIESISIX.

He 3abbiBaiiTe, YTO HUKTO Jiydule BaCc CaMmUX HEe CMOXeT no3aboTntbcs o
COXpPaHHOCTHU TOW NINYHOM MH(bOpMaLI,MM, KOTOpOl7I Bbl HE XOTUTE OEJINTLCA C
00LLECTBEHHOCTbIO.



KAK HE CTATb XEPTBOH

Napavyaepo- ‘ep-eccxo- Pecoylanne

Bam no3sonunu/npucnanu SMS ¢ Heu3secTHoro Homepa ¢ npocbBoi 0 NOMOLLK
62M3KOMY Yenopeky

B

‘He Bnapalite B naHuky, He TOPONMTECH NPEANPUHUMATD AEHCTBHA NO
WHCTPYKUMAM HEHIBECTHbIX NIOAEH

-JajaliTe 3BOHALLEMY BONPOCHI NMYHOTO XapaKkTepa, NOMOraloliue OTAHYUTL
6113koro Bam yenoseka or MOWEHHKKA

Tloa N0GbIM NPEANOTOM NOCTAPaHTECh NPEPBATL KOHTAKT C COOECEAHUKOM,
NEPe3BOHUTE POAHBIM M Y3HAWTE, BCE 1M | HUX B NOPAAKE

He TOPONHTECH CNeAoBaTh UHCTPYKLLMAM U OTBEYATL Ha 3anpoc

‘He cooGuLaiiTe NePCOHANbHBIE AaHHbIE HEUIBECTHBIM NIHLLAM, AAKE ECNH OHM
NPEACTaBAAITCA COTPYAHUKAMM Banka

{IposepbTe HHOOPMALLKIO, NO3BOHHB B KOHTAKTHIA LEHTp Gakka
‘HeaameanuTeNbHO 0BGpaTHTECH B NPABOOXPAHHTENbHBIE OPraHbl

He oTkpbiBaiiTe BNOXEHHbIE DaiNbl, HE NEPEXOAKTE NO CCiNKAM, YAANHTe
NOAO3PHTENLHOE COOBLLEHHE

‘Uenonbayitre dHTUBUPYCHOE NporpaMMHoe ofecneyenue AnA Tene®oHoB
TONbKO OT OOHMLMANbBHBIX NOCTABULMKOB

Jawmtute ceoi Tenedon, noaxniouure BECNIIATHYI yenyry «Cron-koHTeHT»

‘Bol 3anoA03pHIH HHTEPHET-NpoAaBLa B Henoﬁpocoaecmocm

‘HeoGxoanMo 0cTaBaTbCA GAMTENLHBIM, HE NPUHUMATD NOCNEWHDIX PELIEHHA U
NpU NepBbIX Xe N0A03PEHHUAX 0TKA3ATLCA OT NOKYNKH

‘Betpeyarbes ¢ npoAasLLoM B 06LiecTBEHHOM MecTe, Tak kak 310 HauGonee
Ge3onacHbIi 1 rapaHTMpoBaKHbIA cnocol nokynku. Cneayer nepeaasars
AEHbIH NPOAABLLY NHYHO B PYKK CPasy nocne NonyYeHus Topapa

‘Hukoraa He NepeBoAMTL HE3HAKOMbIM IMLAM AEHbIH B KaYecTse npeAonnaTbl




UHdopmaumusa HUB UHTepnona MBIl Poccum
O CaMbIX pacnpocTpaHeHHbIX BUAaxX MOLWEHHNYEeCKUX 4eUCTBUN C
MCMNOJfIb30BaHUEM KOMMNbIOTEPHbIX TEXHOJOMMN.

YBaxaemble rpaxxgaHe! Ecnv Bbl OTHOCUTECH K aKTUBHBLIM MOSb30BaTENSIM
NHTepHeTa, To pekomeHayeMm Bam oba3aTenbHO npounTaTh 3TOT MaTepuan!

MOLLUEHHMYECTBO - 3TO XMLLIEHNE YY)XKOro MMYLLLECTBA UITM NpUobpeTeHne
npaBa Ha 4Yy>Koe MMyLLLeCcTBO NyTémM obmMaHa unn 3noynotpebrieHns
posepuem. NogobHasa npecTynHasa AesaTenbHOCTb NpecnenyeTcst 3akoHOM
He3aBMCUMO OT MeCTa COBEpLLEHUS - B pealibHOW Unu BUpTYyaribHOW cpee.

MOLLEHHNKM NOCTOSIHHO U3bICKMBAOT BCE HOBbIE N HOBbIE BapuaHTbl XULLEHNS
4y>KOro umylLlecTea. KpaTko 0CTaHOBMMCS Ha CaMbIX PacnpOCTPaHEHHBbIX.
«Bpa4yHble MOWEeHHNYecTBa»

TUNUYHBIN MEXAHU3M: C UCNONb3oBaHMEM ceTn NHTepHeT

NPenMyLLLECTBEHHO Ha canTax 3HAKOMCTB NPECTYMHNKN BbIBUPaIOT XXEPTBY,
Hana)XMBaloT C HUM JNIEKTPOHHYIO NEPENUCKY OT UMEHWN AeBYLIEK, obellas
npuexatb C LieNbio co3gaHus B byayuwem ceMbu. 3aTeM No4 pasfimyHbIMu
npegnoramm «HEBECTbI» BbIMAHUBAOT AEHbIMN (Ha NevYeHne, nokynky
MOBUnbHOro TenegoHa, npnobpeteHne GuneTos, onnartbl BU3bl U T.4.).
[Mepenucka BegeTcs rnaBHbIM 06pa3oM CTyAeHTaMU FIMHIBUCTUYECKUX
BY3o0B. HanpasneHHble xXepTBaMu LeHbIM NPECTYNHUKM NOoSy4atoT Ha
noAcTaBHbIX Nuu. MNocne nonyyeHnst cpeacTB nepennucka nog pasnuyHbIMn
npeanoramu npekpaliaeTcs.

«MpuobpeTeHne ToBapoB U ycnyr nocpeactsom cetn UHTepHeT»

Mbl HACTONBKO NPUBbLIKMN NOKyNaTb B MHTEPHET-Mara3nHax, YTo 4yacTto
CTaHOBMMCSI HEBHMMATESbHbIMU, YEM U MONb3YHTCA MOLIEHHUKN. OObIYHO
CXemMa MOLLUEHHNYECTBA BbIrMAAWT TaK: CO30aETCHA CanT-OQHOCTPAHUYHMK, Ha
KOTOPOM BbIKNaAblBalOTCA TOBapbl OAHOMO BU3yaribHOro npmsHaka. LleHa Ha
TOBapbl 00LIYHO BECbMa MpuMBeKaTenbHas, HWKe cpeaHepPbIHOYHON.
OTCyTCTBYIOT OT3bIBbl, MUHMMAreH MHTEpPdENC, YKkadaHbl CKyagHble
KOHTaKTHble AaHHble. Yalle BCero Takme MHTepHeT-marasmHbl paboTtatoT no
100% npegonnate. lNepenucka o npuobpeTeHnn TOBapoOB BEAETCA C
NCMONb30BaHMEM 3NEKTPOHHbIX NMOYTOBbIX ALLMKOB. [10 JOrOBOPEHHOCTU C
NpoAaBLOM AeHbIMN NEPEYNCSAIOTCS, Kak NpaBuno, 3a rpaHuly vyepes
"Western Union" Ha umeHa pasnuyHblx nogen. KoHevHo xe, nceBgo-
npoaaseL, nocrne nony4yeHnsa geHer ncyesaet!

«Kpuk o nomoLm»

OAavH 13 cambix OTBpaTUTENBHbIX CNOCOB0B XMLLIEHUS OEHEXHbIX cpeacTs. B
NHTEepHeTe nosiBsieTcs AywepasanparoLasa nctopmsi 0 6opbbe ManeHbKoro
YyenoBeka 3a XM13Hb. Bpemsa ngét Ha yackl. CpovHO Heobxoaumbl foporue
nekapcTBa, onepauna 3a rpaHuuen u T.4. [1pocaT okaszaTb NOMOLLb BCEX
HepaBHOAYLLUHbLIX M NepeBeCTU AeHbIN Ha YKa3aHHblE PEKBUSUTHI.

Mbl He Npu3biBaeM OTKasbiBaTb B NMOMOLLM BceM KTo npocut! Ho! lMNpexae yem
nepeBoanNTb CBOW OEHbLIN, MPOBEPbTE - UMEKTCSH SN KOHTaKTHble AaHHble AN



CBS3M C poauTensamMm (poaCTBEHHMKaMU, ornekyHaMmn) peberka. No3sBoHuTe
UM, HaMauTe X B couceTax, noobuwanTtecb U ybeantecb B YECTHOCTH
HaMepeHUn.

«PULINHM

AsnaeTca Hanbornee onacHbIM M CaMbIM PacnpPOCTPaHEHHBIM CNOCOGOM
MOLLEHHMYecTBa B UHTepHeTe. CyTb 3aKno4aeTcs B BbIMAHMBAHMM Y KEePTBbl
naponeu, NnH-konoB, HomepoB 1 CVV-koaos. CxeM, KOTopble MoOMoratT
MOLLEHHMKaM MONy4YnTb HY>KHbl€ CBEAEHUS!, O4EHb MHOTO.

Tak, C MOMOLLbIO CNaM-paccbIfIOK NOTEHUWANbHbLIM XXepTBaMm OTNPaBNsTCS
NoASIOXKHbIE NUCbMA, AKOObI, OT MUMEHW NeranbHbIX OpraHn3auumn, B KOTOPbIX
AaHbl yKasaHusi 3aUTn Ha "canT-gBOMHUK" TAKOro y4pexaeHus n noaTrBepanTb
naposiv, NUH-KoObl U OPYryto MHOpMaLMIo, UCMOMb3yeMY0 BNOCIEACTBUM
3M10YyMbILIEHHUKAMM N9 KpaXkyn OeHer co cyeTa XepTBbl. [JocTaTovyHO
pacnpocTpaHeHHbIM ABMSETCA NpeanoXxeHne o paboTte 3a rpaHunLen,
yBEAOMIIEHNE O BbIUIPbILLE B IOTEPEN, a TakkKe COOBLLEHNSA O NOSTyYeEHUN
HacneacTea.

«Hurepunckue nucbma»

OavH 13 camblx pacrnpoCTpaHEHHbIX BUOOB MOLWEeHHMYecTBa. TunmuyHas
cxema: xepTBa nosiy4aeT Ha CBOK MOYTY MUCbMO O TOM, YTO ABMISETCH
cyacTnmeblM obriagaTenemM MHOrOMUSIMOHHOIO HacneacTea. 3atemM
MOLLEHHWKN MPOCAT y nosiydaTtens nmcbma nomMoLLy B MHOTOMUSTIIMOHHbIX
AEHEeXHbIX ornepaumsix (nosiydeHne HacrnencTea, nepesos AeHEr U3 O4HOM
CTpaHbl B Apyryto), obellasa npoueHT oT caenkn. Ecnu nonyyartens
cornacuTcsd y4yacTtBoBaTh, TO Y HEro NOCTENEHHO BbIMAaHUBAKOTCA OEHbIU
AKoObI Ha onnaTty cbopoB, B3ATOK YNHOBHMKAM U T.1.

«Bbpokepckne KOHTOpbI»

C Havana Tekywero roga B HLIb MHTepnona MB[l Poccumn HabntogaeTcs
3HaYUTENbHbLINM POCT KoNn4ecTea obpalleHnin rpaxaaH, nocTpagasLlmx oT
AENCTBUI DPOKEPCKNX KOHTOP.

B pacnopspkeHuun Bropo nmeetcsa nHgopmaumnsa o crieayroLwmx
HenobpocoBecTHbIX Bpokepckmx komnaHuax: «MXTrade», «kMMC1S» n
«TeleTrade».

[ns Toro, 4To6bl HE NOTEPSATL CBOM AEHLIM NPU BbIOOPE BPOKEPCKON
KOomMnaHum Heobxoammo obpallaTtb BHUMAHWE Ha criegyoLlime npusHakm,
KOTOpblE XapaKkTepu3yoT KOMMNaHUIO-MOLLEHHMKA: obeLlaHne BbICOKNX
NPOLEHTOB, OTCYTCTBME perncTpaumm, obellaHne ctabunbHoOn NpubbInm
HOBMWYKaM- Tpengepam.

Mepen Tem, Kak I0OBEPUTL CBOW KanuTar, BHUMaTElbHO U3YYNTE HEe TOMNbKO
MHTEPHET-PECYPChbI, HO U odULManbHy MHdopMaL Mo 0 Bpokepe 1 ero
pernamMeHT.

BaxHo! NoMHUTe, 4TO MHBECTMPOBAHWE, NpeanaraeMoe Ha YCroBUsaxX
Bpokepckon KomnaHun, BCceraa siBNAeTCs BbICOKO PUCKOBAHHBLIM aXe npu
Hann4nmn 6e3ynpeyHon penytauum 6poKkepCcKon KOMMaHun.
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06 OCHOBHbIX cnocobax AUCTaHUMOHHOIO MOLEHHNYEeCTBa

HeCMOTpFI Ha NpMHMMaemMblie NPpaBOOXpPaHUTESIbHbIMU OpraHaMmn Mepbl,
AONCTAaHUMNOHHbIE XNLLEHNA C NCTMOITb30BaHNEM I/IH('*)OpMaLI,VIOHHO-
TENEKOMMYHUKaLUNOHHbIX TEXHOMNOMN cTpemMnTeribHO Ha6|/|pa+0T cuny.

MOLLEHHWKM YMENO UCMONb3Yy0T BCKO AOCTYMHYHO MHGOpMaLMIO U
COBPEMEHHbIE TEXHOMOMK, pa3dbmpatoTcs B NCUXONOrMn Nogen, BbliHyXaas
XepTBY packpblBaTb BCIO MHpopMauuto o cebe nnbo cosepLlaTb TE€ UMNKU UHbIE
OENCTBUSA, UCNOSb3YIOT YeroBeyveckue criaboctn (CTskaTenbCTBO, anvyHOCTb),
4yyBCTBa (cocTpagaHune, 06ecnoKOeHHOCTb 3a B6IM3KKMX, XKanoCTb) B CBOMX
KOPbICTHbIX MHTEpPECcax.

OCHOBHble N3BECTHbIE CXeMbl TeNEe(OHHOro MOLLEHHMYECTBA:
1. Cnyyau ¢ poaCTBEHHUKOM.

MoLeHHUK npeacraBnseTcs poACTBEHHUKOM (3HAKOMbIM) M B3BOSTHOBAHHbLIM
ronocom no tenedoHy coobLuaeT, YTo 3aepXaH COTPYAHUKaMK NonMummn 3a
coBepLueHue npectynnexnsa (cosepwunn OTT1, xpaHun opyxue nnm
HaPKOTUKN, HAHEC TSXKKME TenecHble noBpexaeHus). [lanee B pasrosop
BCTynaeT sikobbl coTpyaHuK nonnumm. OH yBepeHHbIM TOHOM COOBLLaeT, YTo
yXXe He pa3 «rnomMoran» ngamM Takum obpasom. Ho ecnu paHbLue AeHbr
NPUBO3UIIN HEMOCPEOCTBEHHO €MY, TO cenyac AeHbrm Heo6XoANMO NpPUBE3TU
B onpegeneHHoe MecTo, nepeaaTtb Kakomy-nmbo Yenoseky, NMMbo nepeBecTu
Ha cyeT (aboHeHTCKMI HoMmep TenedoHa).

2. Po3bIrpbiwl npn3oB (3To MOryT ObITb TernedoH, HOyTOYK, aBTOMOOUIb

n ap.).

Ha TenedoH aboHeHTa COTOBOW CBSA3M NPUXOAUT CMC-COObLLIEHME, N3
KOTOPOro criegyeT, YTo B pe3yribTate NpoBeAEHHOW NIOTEPEN OH BbIUrpan
aBTOMOOMNb. [Na YyTOYHEHUS BCEX AeTanen NoTeEHUNanbHOM XXepTBe
npeanaraeTcs NoceTUTb onpeaeneHHbIn CanT U 03HAaKOMUTBLCS C YCITOBUSIMU
akumm, nmbo No3BOHUTL MO O4HOMY U3 YKa3daHHbIX TeriepoHHbIX HOMepOoB. Bo
BpeMs pasroBopa no TenegoHy MOLLUEHHNKN cOOBLLaloT O TOM, YTO AN
BbINOSTHEHUSA HEOBXOAMMbIX (POopManbHOCTEN (YnnaThl FOCMOLUSNHBI,
odopMIieHnst HeobxoaAMMbIX AOKYMEHTOB, OnfaThl 3@ KOMUCCUIO NepeBoaa)
cyacTnmBomy obnagartesnito HOBEHLKOro aBToMobumnsa Heob6xoanmo
nepevYncnnTb Ha CHET yKa3aHHYK UMK CyMMY, a 3aTeM HabpaTtb



ornpeneneHHyo KoMbuHaumo UnMdp 1 CMMBOSIOB, SSKOBbI 419 NPOBEPKU
NOCTYNIEHNS AEHEr Ha CYET U NONyYeHna «koga permcrtpaummy. Kak TonbKo
XepTBa 3aBepLUaeT ykasaHHble MaHunynauum, cHeT obHynsieTcs, a
MOLLEHHMKN UcHe3aT B HEM3BECTHOM HanpaBieHnu.

Ecnn Bbl y3Hanu o npoBeaeHnn notTepen ToNbKo TOraa, Koraa «Bblurpanm»
aBTOMOOWINb, €Cnn Bbl HE 3aMNONHANKM 3asBKy Ha y4acTue B Hel nnbo Kakmm-
nnbo apyrmm cnocobom He NOATBEpPKaanu CBOe y4acTue B po3birpbille, To,
BEpPOSiTHEE BCEro, Bac NbiTatoTcst 00MaHyThb. ByabTe 0CTOPOXKHbI!

3. SMS-npocbba.

ABOHEHT rnony4yaeT Ha MOOUNbHLIN TenedoH coobLleHne: «Y MeHs
nNpoGnembl, NO3BOHM MO TAKOMY-TO HOMEPY, €CIY HOMEpP He AOCTYMEH,
NOMOXWN Ha HEro onpeaeneHHy CyMMy 1 Nepe3BoHUy. YenoBek NonosnHseT
CYET 1 Nepe3BaHMBaeT, TenedoH No-NPexXHemMy He [IOCTYMNEH, a AeHbI
BEPHYTb y>KE HEBO3MOXHO.

4. TenecoHHbIN 3aKa3 OT pyKoBogUTeNen NpPaBoOXpPaHUTENbHbLIX U
rocyfapcTBeHHbIX OpraHoOB BracTMm.

Ha TenedoH aboHeHTa (NpeanpuHuMmaTensi, pykoBoauTerns obbekTa
00LLECTBEHHOIO NUTaHUS, TOProBOro LeHTpa nNnbo nx cotTpyaHukam un ap.)
NoCcTynaeT 3BOHOK OT NpaBOHapyLUMUTENS, KOTOPbIN NpeacTaBnsaeTcs OqHUM
N3 pykoBoaAMTENEN NPAaBOOXPaHUTENbHbBIX OPraHoB (MPOKypaTypbl ropoaa u
Ap.) N IPOCUT NOMOJSTHUTL CYET ero TenedoHa, 4OMNONHUTESTbHO K 3TOMY
NpOCUT, Hanpumep, 3abpoHNPOBaTL CTONUK B pecTopaHe 1 coobLuaeT, 4YTo no
npuesny Ha o6bEKT paccumntaeTcs. He goxungasch npruesga akobbl
OOJPKHOCTHOrO fnua, PYKOBOACTBYSACH NPUHLMMOM YBaXXEHUS 1 JOBEPUS K
PYKOBOAMTENIO HA3BAHHOW LOSMKHOCTM B MPaBOOXPaHUTESbHbIX OpraHax,
noTepneBLLMA NepeBOANT Yepeld TepMmmHan 6aHka, NMnMbo Yyepes NHble
bnHaHCOBbIE YCNYrn AEHEXHbIE CPeACTBA B yKa3daHHOW CyMMe.

5. MnaTtHbIN KOA.

[MocTynaeT 3BOHOK, AKOBbI OT COTPYAHMKA CIY>XObl TEXHUYECKOM NOAAEPKKM
onepartopa MoOUMNBHOM CBA3U, C NPeanoXeHUeM NOLKIMOYUTbL HOBYHO
9KCKIHO3MBHYIO YCNyry Unv ans nepeperncrpauum Bo n3dexaHme oTKNYeHus
CBSI3M M3-3a TEXHUYECKOro cOosi, Mnn Ans ynyyweHus kadectsa cBasun. [ns
9TOro aboHeHTy Npegnaraetca HabpaTb No4 ANKTOBKY KO, KOTOPbIN
ABnsieTca KoMbMHaumen ons ocyLwecTBneHns MobunbHoro nepesoga
OEHEXHbIX CpeacTB CO cHeTa aboHeHTa Ha cYET 3M0YMbILUSIEHHNKOB.

6. LtpadHble caHKuMM onepaTtopa.

3noyMbILLNEHHUK NpeacTaBNseTCca COTPYAHUKOM CryX6bbl TEXHUYECKOM
noadepXXkm oneparopa MobunbHOM CBA3M 1 coobLaeT, YTo abOHEHT CMEeHMUN
TapudHbIM NnaH, He ONOBECTUB onepaTopa (Takke MOryT OblTb BapuaHTbl: HE
BHEC CBOEBPEMEHHYIO OnnaTy, BOCNONb3oBarcs ycrnyramm poymmnHra 6es
npegynpexneHns) n, COoTBETCTBEHHO, eMy HEO6XoAMMO onnaTuTb WTpad B
onpeaeneHHoM pasmepe, KynvmB KapTbl SKCNpecc-onnaTbl 1 cOOOLWMB NX
Koapbl.

7. OWMbOYHbLIN NepeBoOa CPeacTB.



ABoHeHTy noctynaeT SMS-coobueHne 0 NOCTYNeHnn CPeacTB Ha ero CYerT,
nepeBefeHHbIX ¢ nomoLlblo yenyrn « MobuneHbi nepesog». Cpasy nocne
9TOro NOCTynaeT 3BOHOK U MYXX4YMHA (UK XKeHLKnHa) coobLLaeT, 4YTo
OowWmnBOYHO NnepeBen AEHbIN Ha €ro CYET, NPU 3TOM MPOCUT BEPHYTb UX
obpaTtHo Tem xe «MobunbHbIM NepeBogoOM». B AeNCTBUTENBHOCTU OEHbLIN He
NocTynarT Ha TenedgoH, a YenoBek NepeBoanT CBON COBCTBEHHbIE CpeaCcTBa.
Ecnn no3BoHWUTL MO ykazaHHOMY HOMEPY, OH MOXET BbITb BHE 30HbI 4OCTYNA.
Kpome TOro, cyLecTBYylOT Takne Homepa, nNpu ocyLecTBIEHNN BbI30Ba Ha
KOTopble ¢ TenedoHa CHUMalOTCHA BCe CpeacTBa.

8. NMpeanoxeHue nony4ntb goctyn K CMC-nepenucke n 3BOHKam
aboHeHTa.

YunTbiBas CKITOHHOCTb HEKOTOPbIX FpaXKaaH «MOLUMMOHUTLY 3a BNN3KNMK U1
3HaKOMbIMMU, 31I0YMbILLIIEHHUKAMMN UCMOMb3YeTCs cneayoLwasa cxema
MOLLEHHMYecTBa B ceTn VIHTEpHET: Nonb3oBaTento npeanaraeTcs U3yumTb
cogepXaHme CMC-CcoOoBbLLEHNN U CNIMCOK BXOOSALLNX U UCXOOSALLNX 3BOHKOB
NMHTepecytowero aboHeHTa. [1ns 3Toro Heo6xoaMMo OTNpPaBUTb COOBLLEHNE
ctommocTbto oT 10 go 30 pybrie Ha ykasaHHbIN KOPOTKUIA HOMEP U BnncaTtb B
npeanaraemyo gopmy Homep TenedoHa aboHeHTa.

[Mocne Toro, kak norib3oBaTesib OTNPaBIISeT CMC, C ero cyeTa CnmucbiBaeTCs
cymMMa ropasgo bonblue Ton, YTo Bbina ykasaHa MOLUEHHKaMK, a
NHTepecyrLwasn nHpopmauunsa BnocneacTBumn Tak U He NocTynaer.

9. NMpopaxa nmyLecTsa Ha UHTepHeT-canuTax.

[Mpw 3BOHKE Ha TenedoH, pasmeLleHHbIn Ha NHTepHeT-canTax 06 bABNEHNI
(ABuTo, ®aplloct, [ljpom 1 ap.) npaBoHapyLLUTENb NPOCUT NOMOSHUTL CcYET
ero TenedoHa, NMbo coobLMTbL aHHbIE 1 HOMEP KapTbl NOTepneBLLEro Ass
nepeBoa AeHeXHbIX CpeaCTB B KadecTBe 3agaTtka 3a Toeap. [locne
COOBLLEHNA AaHHbIX KapThl MPOUCXOANT CMCaHUE OEHEXHbIX CPEACTB.

10. HoBasa cxema TenecoHHOro MmoweHHN4YecTBa «BULWLINHIY.

OpHon n3 pacnpocTpaHeHHbIX CXeM KMbGepnpecTynHUKOB B MOCNEAHME roapl
cTan «BulmHr» — 310 BMA MOLLEHHMYECTBA, NPY KOTOPOM 3510YMbILLNIEHHMKN
nog nobbIM NPeanoromM BbiHYyXKAaloT HAC NPeaoCcTaBnATh
kOH(pMAEeHUManbHblE AaHHbIE B «HALLMX COOCTBEHHbLIX MHTEPECax», TO eCTb
MCKYCCTBEHHO CO3aeTcs cuTyaums, TpebytoLlas noMoLLmy OT creumanucTa.

Llenb moweHHMKOB nog NobbiM NPeanorom U3Bredb CEKPETHYIO NINYHYIO
MHGOpMaUMo 0 KpeauTke. [ns nonyvyeHnsa octyna K KOHUaeHUManbHbIM
AaHHbIM Bfiagerbla MHUMbIE MOMOLLHUKA UCNOSb3YIOT TeNedOoHHY0 CBA3b
Kak B aBTOMaTU3MPOBAHHOM peXMME, Tak N Hanpsimyto OT MHUMOTO
«onepaunoHncTa» 6aHKOBCKOro cektopa.

Bo MHOrmMx cnyyasx B Te4eHne AHs HaMm NOCTOSIHHO Ha4YMHaKT 3BOHUTL Ha
MOBOUMBHMK C HE3HAKOMOIro MOCKOBCKOro HoMepa, HauuHarLllerocsa Ha 495.
3BOHKN C MOCKOBCKMX HOMEPOB OBObIYHO HACTOSbKO HAaCTOMYMBLI (MHOrAa 4o
OECATN 3BOHKOB 3a [IEHb), YTO Mbl 324aCTYyI0 YCTyrnaemM 1 oTBeYaeM Ha HUX.



Kak TofbKo Mbl OTBEYaeM Ha 3BOHOK, HAM Cpa3y CoO0LLaT BaXHYHO
MHGOPMaLNIO O BO3HUKLLMX Npobriemax ¢ Hallen KapTon, Hanpumep, YTo OHa
3abnoknpoBaHa, a cnyxba 6esonacHocTn BaHka nNpegoTBpaTMna NOMNbITKY
HeCaHKLMOHNPOBAHHOIO CnucaHnd. 3atem 3BOHSALLMIA NpegnaraeT NoMoLLb B
CITOXXMBLUENCSH CUTyaLUumn, Ha KOTOPYIO MHOMME 13 Hac cornawlarTcA.

Hac y6exaaloT B CpPOYHOM peLUeHr BO3HUKLLEN CUTYaLMn, NOKa eLle He Bce
AeHbrn ykpageHsl. O4eHb nocrieoBaTesibHO MOLUEHHWKN CTaparoTcs
MONYYUTb OT HaC BCHO JIUYHYIO MHPOPMAaLINIO O KpeauTKe, NpUcChinatT HOBbIe
naposniv u NMNH kogel B CMC-yBegomMneHnax. Y crnokamsaroLwmm rosiocom
«6aHkoBCKkMe paboTHUKM» NpegnaratoT pasfMyHble BO3MOXHbIE BAPUAHThI
3aLmThl.

[oragaTbCs O TOM, YTO NHOOBE3HLIN NOMOLLHMK Ha APYroM KOHLE NpoBoga
SIBNSETCS MOLIEHHUKOM He BCeraa Jierko, Ho B fitoboM criyyae 3TO BO3MOXKHO.
M3HayanbHO MOXHO nobnarogapuTb 3a 6ANTENBHOCTL U Y3HATb AOSPKHOCTb,
MHULManbl 3BOHMBLLErO COTPYAHMKA KPeAUTHOW OpraHn3aumm n NnpeanpuHaTb
NONbITKY AO3BOHUTBLCA MO ropsivyen NUHUN.

Mcnonb3oBaTtb 4SS BbIACHEHUS CROXMBLUENCS CUTyaLMn ny4dlle 4pYron CBOK
HOMep, MOTOMY YTO Ha CErOOHALHUIA OEeHb Y BbIMOraTesien CyLecTBYOT
TEXHONOru1, NO3BONSOLLNE NepeHanpaBnaTb BCe NocrneayoLlme 3BOHKN Ha
TenegoHHOe YCTPONCTBO MOLLEHHUKOB.

11. XuwweHus ¢ KapT, NOAKNIOYEHHbIX K ONUMU 6€CKOHTaKTHbIX
nnaTexen.

[ns npoBeaeHna onsiaTtbl MO TaKOW KapTe OCTAaTOYHO NPUITOXUTL €€ K
TepmuHany. Beoa NH-koga He TpebyeTtcs ecnn cymma He npesbiwaeT 1 000
pybnen. [pn aTOM KONMMYECTBO pacxXOdHbIX TPAH3aKLMIA HE OrPaHNYEHO.

UToObl NONy4YnTb AEHBbIN, MOLLEHHUKY AaXe He NoHaZobuTcs BopoBaTb KapTy
y KnueHTta. Ecnu B 06WweCcTBEHHOM TpaHCNopTe NOAHECTU YCTPONCTBO K CyMKe
U1 KapmaHy Bnagernbsua, To cpeactBa cnuwyTtcs. na aTux uenen
MOLLEHHMKN U3roTaBnnBarT camMoesibHble NepeHOCHble CHUTbIBATENN UNKU
NCnonb3yT BaHKOBCKME TEPMUHASIbI, 0OPMIIEHHbIE NO (PUKTUBHBIM
AOKYMEHTaM.

Takke B TEKyLLEM rogy 3royMbILUITEHHUKN NPOAOITHKAKT aKTUBHO
MCcNonb3oBaTbh PULLMHI B COLUMaribHbIX CETAX U OHNaMH-MecceHpKepax.
HanbonbLuyto BbIroQy MOLEHHUKaM NPUHOCAT MaxuHauumm yepes3 ABUTO, C
NMOMOLLIbIO KOTOPbIX OHM MONYyYatoT AOCTYN B OHManH-6aHK.

12. B3nom akkayHTa gpyra.

JTrogn moryT gaxe He nogo3peBaThb, YTO UM NMULLET NOCTOPOHHUI YernoBeK noj
BMOOM pOOCTBEHHMKA, Apyra, C Npocbbor nepesoaa AeHer B CBA3M C
npousoLwenwnm ropem. Takum obpasom, Bonas B JOBEPUE, MOLUEHHUKN
NbITATCA YKPaCcTb BalUM AEHbLIW.

13. TenecpoHHOE MOLIEHHUYECTBO BO BpeMs NnaHAeMUMN.



MHorve 13 Hac BBMAy NaH4EMUM HaxoaunMcb Aoma, YTo akTMBM3MpPOBaIio
MOLLUEHHNYECTBO C BaHKOBCKMMU KapTamu no TenedoHy. O4yeHb onepaTMBHO
3TUM MOMEHTOM BOCMOS1b30BaNUCh BbIMOraTesnu ¢ NoMOLLb cMapTdoHa.

BoT nuwb HECKONBKO HOBbLIX MPUMEPOB TOrO, KaK NPoncxoauT TenedoHHoe
MOLLIEHHNYECTBO C MOCreayLen Kpaxxen geHer ¢ KpeauTKn, yunTbiBas
COBPEMEHHYI0 CUTYaLNIo:

Ha TenedoH npmuxogmut CMC-yBegoMIieHMEe O HAYUCIIEHUM KOMMEHCaLMn 3a
Hepabounin nepmoa Bo BpeEMS aNUAeMUN, AN NONyHYEHUSI KOTOPOW
npeanaraeTcs Nepe3BoHUTb B 6aHK 1 noobwaTtbCsi C MHUMbIM
«COTPYAHUKOMY .

3M10YMbILUNTIEHHUKN 3BOHAT HaM C YBEAOMIIEHUEM O TOM, YTO Mbl SSIKOObI
Haxoaunucb B KoHTakTe ¢ 3abonesunmmn Covid-19. B cBa3u ¢ atum
npegnaraeTcs CpOYHO caaTb NNaTHbIN aHanM3 Ha KOPOHaBMpPYC, a YTOObI He
HapyLlaTb PEXMM CaMOU30NSaLUMN, «COTPYOHUKKN nabopaTopumny» rotoBbl
npuexaTb K HaM Ha goMm. [1ns cpoyHoro Bble3ga 6puragbl HYXKHO COBEPLUNTL
npegonnary.

B 06Goux cnyyasx noacrtaBHou Yenosek, 6yab 9TO COTPYAHUK BaHka unmn meq.
nepcoHar, npeanaraeT CBOK OHMaNH-NOMOLLb, YTOObI OCYLLECTBUTL NNaTex,
a Ans 9Toro eMy Hy)kHa nHdopmauus o cyete. [Nocne nonyyeHus
HeoOX0oANMbIX AaHHbIX MOLUEHHUKW BbIBOAAT AEHbIN, a Mbl, JOBEPUMUBLIE
rpaxxgaHe, octTaemcs ¢ HyneBbiM GanaHcoMm.

[MpuBeaeHHbIN NepeYyeHb MOLLEHHUYECKNX CXEM HE OrpaHN4YMBaETCS
npuBeaeHHbIMN NpuMepamn. NpecTynHNKN HaxogsaT BCe HOBbIE N HOBbIE
CXeMbl 1 cnocobbl AnNs 4OCTUXKEHMSI CBOMX NPECTYMNHbIX 3aMbICII0B.

Kak y6epeubcsa oT Tene¢oHHbIX MOLWEHHUYEeCTB?

UTOobbI HE CTaTb XXEPTBOW 3M10YMbILLUIEHHUKOB, HEOBX0ANMMO cobntoaaTb
npocTble NpaBuna 6e3onacHoro noBeaeHns n oba3aTenbHO AOBECTU UX A0
cBeAEeHNsA poaHbIX 1 B6IN3KKX:

- He crielyeT A0BepATb 3BOHKaM U COOBLLIEHMSAM, O TOM, YTO POACTBEHHUK
UKW 3HaKOMBbIV NMonan B aBapuio, 3aaepXKaH COTpyaHUKaMu Nonvuun 3a
COBepLLEHME NPecTynneHusl, 0cOGeHHO, ecnu 3a 3TUM crneayeT npockba o
nepevncrneHnm OeHexHblX cpeacTs. Kak nokasbiBaeT npakTuka, 0GbIYHbIN
3BOHOK BN3KOMY YEMNOBEKY NMO3BOSSAET PasBesiTb COMHEHMUS U MOHATb, YTO
3TO MOLLUEHHMKM NbITaloTcs 3aBnafeTb BalvMy CPeacTBaMM UMK
NUMYLLECTBOM;

- He crnegyeT oTBeYaTb Ha 3BOHKM N SMS-coobLeHns ¢ HENM3BECTHbIX
HOMEpPOB C NPOCLOOK NOMOXUTb HA CYET OEHbLIU;

- He cnepyeT coobLwaTb No TenedoHy KoMy Obl TO HM ObINo cBEAEHUS
NNYHOrO XapakTtepa.

CBoeBpeMeHHoe obpalleHne B NpaBooXpaHUTENbHbIE OpraHbl MOXET MOMOYb
OPYrUM NI0ASM He MonacTbCs Ha HE3aKOHHbIE YNOBKU TenedOHHbIX
MOLLIEHHWNKOB.



rlpOTI/IBOCTOFITb MOLLEHHMKaM BO3MOXXHO NULLb NOBbILLEHHON
BHMMaTEJIbHOCTbIO, 34PaBOMbICITUEM U 0AVTENbHOCTLIO.



